Abstract-This paper presents a biometric user authentication based on a person's gait. Unlike most previous gait recognition approaches, which are based on machine vision techniques, in our approach gait patterns are extracted from a physical device attached to the lower leg. From the output of the device accelerations in three directions: vertical, forward-backward, and sideways motion of the lower leg are obtained. A combination of these accelerations is used for authentication. Applying two different methods, histogram similarity and cycle length, equal error rates (EER) of 5% and 9% were achieved, respectively.
I. INTRODUCTION
With advances in miniaturization techniques, performance of the mobile and portable devices is rapidly increasing. This enables to use such devices not only as communication tools but also in an applications like m-banking [1] or m-government [2] . This means that they can store and process valuable information such as financial or private data. This also increases the risk of being target of attacks. According to UK statistics in every three minutes a mobile phone is stolen [3] . The current protection mechanisms of these devices are usually based on PIN codes or passwords. Nowadays a "heavy" user has on average 21 passwords to remember [4] . Unfortunately, 81% of the users select common words as a passwords and 30% of users write their passwords down, which equally compromises security [4] . Recently, biometric modalities such as fingerprints [5] , [6] have been proposed for mobile devices. However, both fingerprints and password entry are obtrusive and require explicit action from the user, which is not convenient in a frequent use. In order to improve security in mobile and portable devices, an unobtrusive mechanisms of authentication is desirable.
This paper presents a biometric authentication of individuals based on their gait. Gait is a person's manner of walking. Unlike most of the previous gait recognition approaches, in our approach gait patterns are extracted from a physical device attached to the lower leg. From the output of the device accelerations in three directions: vertical, forward-backward and sideways motion of the lower leg are obtained. A combination of these accelerations is used for authentication.
Most of previous works in gait recognition are based on machine vision techniques, i.e. they process video or sequence of images to extract gait patterns. We will refer to this type of gait recognition as vision-based. Recently, a new direction in biometric gait recognition has emerged [7] , [8] , [9] . This direction significantly differs from vision-based methods in terms of technology. Instead of the camera, a physical device attached to the body is used for collecting gait patterns. We call this direction a sensor-based gait recognition. The work presented in this paper belongs to the sensor-based gait recognition group. Usually accelerometers are used as a sensor [7] , [8] , [9] . An inherent advantage of vision-based gait system is to capture gait of the person from the distance when other types of biometrics (e.g. fingerprints) are not available. A primary advantage of the sensor-based gait biometric over other type of biometric is that it enables unobtrusive user authentication.
The remainder of the paper is structured as follow section 2 briefly introduces biometric system and basic terms used in the paper, and section 3 presents previous work both on vision-based and sensor-based gait recognition. Section 4 contains a description of the the device and acceleration signals, while section 5 describes two applied methods. Section 6 presents experiments and results, and section 7 contains discussion and outlines some possible application areas for the sensor-based gait authentication. Finally, section 8 concludes the paper with the direction for future works.
II. BIOMETRIC SYSTEM
Biometric systems operate by acquiring biometric data from an individual, extracting feature set from the acquired data, and comparing this feature set against the enrolment set in a database [10] . An enrolment sample of the user is assumed to have been previously obtained and stored in the database. A verification sample of the user is the one which needs to be compared with enrolment sample(s) stored in the database in order to verify (or identify) the identity of the user. There are essentially two types of submitting biometric data, a genuine attempt and impostor attempt. The genuine attempt is a selfverification attempt when a user's submitted sample is compared to his own enrolment sample in the database. The impostor attempt is a nonself-verification attempt when user's verification sample is compared against another user's enrolment sample. A similarity or matching score is an output value from a recognition algorithm that represents how similar two biometric samples are. Based on the similarity score, the biometric systems decides whether to accept or reject a user.
Biometric systems operate in two modes: identification or authentication (also called verification). In the authentication mode, the system validates a person's identity by comparing the captured biometric data with his own biometric enrolled in the database. In this mode, the system conducts an one to one comparison. In identification mode, the system recognizes an individual by searching the enrolment samples of all users in the database for a match. In this mode, the system conducts one to many comparisons. In other words, the aim of authentication is to answer for the question "Am I who I claim I am?", while identification looks for the answer to the question "Who am I?". The focus of this paper is primarily on authentication.
III. RELATED WORK

A. Vision-based gait recognition
First studies on the recognition of human gait were reported from medicine and psychology [11] , [12] . Johansson [11] demonstrated the ability of humans to recognize human locomotion from other types of motions. In addition, it was shown that people can also recognize friends from moving light displays (MLD) [12] . Barclay et al. [13] showed that humans can also recognize the gender of the walker from MLD. Earlier studies on visionbased gait recognition showed promising results, usually with small sample sizes [14] , [15] , [16] , [17] , [18] , [19] . For instance, with a database of 16 gait samples from 4 subjects and 42 gait samples from 6 subjects, HayfronAcquah et al. [14] achieved correct classification rates of 100% and 97%, respectively. Furthermore, recent studies with a larger sample size (more than 100 subjects in the database) confirm gait as having discriminating power from which individuals can be identified [20] , [21] , [22] , [23] . For example, Lam and Lee [20] achieved recognition rate over 80% with the database of 115 subjects and 2,128 walking sequences. Traditionally, gait recognition methods are grouped into two classes: model-based and model-free. Model-based approaches focus on recovering a structural model of the motion [18] , [15] , [24] . For example, in [18] static parameters of the body, such as the height, the distance between head and pelvis, the maximum distance between pelvis and feet, and the distance between feet are used for recognition. Modelfree techniques aim to extract statistical features from a subject's silhouette [25] , [26] , [27] . For instance, Kale et al. [25] use the widths of the silhouette as a basic image feature, and then extract other gait features from it. Unlike model-free techniques, model-based approaches are, in general, view and scale invariant [28] . In a multibiometric system, gait can improve performance of the system when combined with other type of biometrics, for example with face recognition [29] , [30] , [31] or foot ground reaction force [32] . For instance, in [29] recognition rates with gait and face profile separately were 85.7% and 64.3%, respectively. However, when they were integrated, performance increased up to 100%.
B. Sensor-based gait recognition
First works on sensor-based gait authentication were reported by Ailisto et al. [7] and Mäntyjärvi et al. [8] . They utilized acceleration of the waist for authentication. In our recent work [9] , we investigated acceleration characteristics in hip movement for authentication. Sensor placements in [7] and [9] are shown in Figure 1 and Figure 2 , respectively. Accelerometer sensors used in [7] , [8] measure acceleration at the rate of 256 samples per second, while the sensor used in [9] records acceleration at the rate of about 100 samples/sec. Both in [7] , [8] and [9] accelerometers record accelerations in three orthogonal directions. However, in [7] , [8] accelerations only in two directions, forward-backward and vertical were used, while in [9] resultant acceleration of all three orthogonal directions were analyzed. As a way for unobtrusive multimodal biometric authentication, a combination of a sensor-based gait and voice biometric is proposed. Such fusion enabled to increase the performance of the recognition system in a noisy environment [33] . In addition, accelerometer sensor was tested in three different places, hip pocket, chest pocket and in the hand while walking [33] , as shown in Figure 3 . 
IV. GAIT RECOGNITION TECHNOLOGY
A. The Motion Recording (MR) device
The Motion Recording (MR) device used to collect gait data for the data analysis consists of an AVR Butterfly evaluation board from Atmel Corporation [34] which has been equipped with two ADXL 202 dual axis accelerometers from Analog Devices [35] . The accelerometers have been positioned perpendicular to each other, making it possible to detect accelerations in three directions: vertical, backward-forward and sideways, as shown in Figure 4 . An architecture of the MR device consists of a ATmega169 micro controller, an RS-232 interface for data transfer, a 4.5 Volt battery supply and a 4Mbit data flash for storage purposes as shown in Figure 5 . The MR device is able to collect acceleration data between ±2g (g ≈ 9.8m/sec
2 ) and has a sampling rate of 16 samples per second. The output from the accelerometers is a digital signal, whose duty cycles are proportional with the acceleration.
The Motion Recording device was encapsulated in a plastic box measuring 5.4 cm × 8.2 cm × 3 cm for protection, and straps were used to ensure a firm attachment to the leg. 
B. A combined acceleration signal
From the output of the Motion Recording device, acceleration signals in three orthogonal directions: X, Y , and Z are obtained. Instead of considering these raw acceleration signals separately, which might be sensitive to the device's attachment, we use a combined signal. Several combinations of these signals were tested and the combined gait signal, which is constructed as follows, has shown best performance:
where X i , Y i , Z i and R i are vertical, forward-backward, sideway and combined acceleration at the observation number i; k is the number of recorded observations in the signal. The combined gait signal represents the alignment of the resultant gait signal (i.e. X 2 i + Y 2 i + Z 2 i ) to the sideway axis (i.e. Z). An example of acceleration signals in three directions and the combined gait signal is shown in Figure 6 .
V. GAIT RECOGNITION ALGORITHMS
A. Histogram similarity
A n-bin histogram of the combined gait signal is computed. Then, histograms are normalized by the number of recorded observations. As the distance metric between two histograms we use the absolute distance,
Here x i is the probability of a data point falling into bin i of the enrollment's normalized histogram x, and y i is the probability of a data point falling into bin i of the verification's normalized histogram y. This distance value represents similarity score between two gait samples. Ideally, for genuine attempts the similarity scores should be smaller than for impostor attempts.
The steps involved in comparing two gait samples using the histogram similarity method are visualized in Figure  7 . 
B. Cycle length
The method is based on the comparison of gait cycle groups. The cycles are detected from the gait signal with help of the cycle length. The cycle groups are then created based on the observations point inside cycles. The cycle groups represent gait cycles as populations of general observation points. The idea of the comparison is to calculate similarity scores between corresponding groups and to create the similarity vector. The final comparison score is then determined based on the similarity vector.
Finding the cycles: The gait cycles are easiest to detect from the vertical acceleration signal. The data is first scaled by the formula
where x i f is a scaled value, x io is an observed value and x is the mean value of the data set. After scaling the starting points of each cycle are observed, as shown in Figure 8 .
In theory the cycle starts at the point where the acceleration is zero. In practice the zero points are rarely found. Therefore the starting point is decided to be a negative value which is followed by a positive value. After the first starting point is detected the autocorrelation function is used to estimate the cycle length. By using the cycle length and observations made from the vertical acceleration data, the combined gait signal is divided to the cycles.
Cycle groups: The number of groups depends on the cycle length. The longer the cycle is, the more observation points there are in one cycle. In this experiment the cycle length varies from 16 to 22 observations per cycle. In order to compare all individuals only the first 16 observations from each cycle were used for comparison. This means that 16 groups were constructed for each individual. The first observation points (points where acceleration is zero) from each cycle were collected to the first group G 1 , the second observations from each cycle created the second group G 2 , and so on until G 16 . An example of the groups is presented in Figure 9 .
Comparison of groups: The ideal situation is that the person walks in a similar style all the time. His speed would be constant and his walking pattern would be the same. This would lead to equal gait cycles and therefore normally distributed gait groups because the values of the observation points at the same phase of the curve would be very close to each other. The variance of the cycle group would be very small and the mean value of the group could be used for comparison of the two different gait signals. Even though our experimental data represents a far from ideal data set, the mean of the groups were still tested for comparison.
The similarity of the equal means for each group G i of persons A and B were calculated by two sample t-tests:
The variances s Ai and s Bi of the groups were considered to be unequal. The sample size N is the same in all groups. After comparison between two persons datasets, the statistic value vector T contains 16 probability scores. In order to compare the statistical vectors, the final score value S was calculated. The final score comparisons were The final similarity score S is then a value between 0 and 16.
VI. EXPERIMENT AND RESULTS
A. Experiment
Both analysis methods described were applied to the same sets of gait data. These data sets were collected using a population of 21 participants; 12 male and 9 female aged between 20 and 40 years. The MR device was attached to the participants' right leg as shown in Figure 10 . Before the walking trials, the subjects ensured that the device was firmly attached, so it did not shift too much. They walked on a level and tiled surface in an indoor environment. After each walking trail collected acceleration data were transferred to the computer for analysis.
The participants walked at their normal walking speed a total distance of about 70 meters, during which they walked half of the distance in a straight line before turning around and walking back. The obtained gait data from these walking trials were manually divided into two parts by locating the section where the participants stopped and turned, to create two data sets for each person. In addition, the parts of the data sets which did not contain actual walking were removed. The first set acted as an enrolment sample, while the second one was used as a verification sample. When the data analysis methods were tested, each of the enrolment samples was compared to each of the verification samples. This way, it was possible to simulate one genuine trial and 20 impostor trials for each subject, which in total generated 21 genuine and 420 impostor attempts.
B. Results
The performances of the methods in terms of Decision Error Trade-off curve (DET) are shown in Figure 11 . The DET curve represents a plot of False Accept Rate (FAR) versus False Reject Rate (FRR), and characterizes performance of the biometric authentication system under different operating points (thresholds). For a given threshold, if the similarity score is less or equal to the threshold then the user is accepted, otherwise rejected. Error rates F AR and F RR are calculated as respectively. In general, F AR relates to the security of the system, while F RR to the usability. An interesting point in the DET curve is the EER (equal error rate) where F AR=F RR. EER of the histogram similarity and cycle length are about 5% and 9%, respectively. For instance, an EER of 5% means that out of 21 genuine trials one is wrongfully rejected, and out of 420 impostor trials 21 are wrongfully accepted.
VII. DISCUSSION AND APPLICATION A. Discussion
The mode of operation of the vision-based and sensor-based gait recognition systems is usually different. Sensor-based systems operate in authentication Figure 11 . Performance of the methods in terms of the DET curves.
mode, while vision-based systems operate on identification mode. Therefore vision-based studies usually report performance of the recognition system in terms of classification rates [14] , [15] , [16] , [18] or Cumulative Match Characteristic (CMC) curves [20] , [36] , [37] . Some of them alternatively report their results in terms of DET curves [36] , [37] , [38] . BenAbdelkader et al. [36] with a database of 17 subjects and using only stride and cadence as a biometric obtained EER of 11%. Wang et al. [37] using statistical shape analysis of the subjects' silhouettes achieved EER of 8%, 12% and 14% for three viewing angles (0 0 , 90 0 and 45 0 , respectively). Their database contained gait samples from 20 subjects. From the sensorbased gait recognition, Ailisto et al. [7] and Mäntyjärvi et al. [8] obtain EER of 7%, 10%, 18% and 19% for four different methods, namely signal correlation, frequency domain and two variations of data distribution statistics, respectively. Using time-normalized and averaged gait cycle method Gafurov et al. [9] obtained an EER of 16%. Performance of the multi-biometric authentication system proposed by Vildjiounaite et al. [33] , where accelerometric gait and voice biometric was integrated, was between 2% and 12% EER depending on the level of background noise. Different characteristics of the current sensor-based gait recognition works are summarized in Table I . In the table, column two is the sensor's placement on the body, column three shows a sampling rate of the used accelerometer sensor, column four is the number of test subjects in the experiment, and the last column shows performance of the methods in terms of EER. Even though sampling rate of our accelerometer sensor is the lowest one, performances of our approaches are comparable with other works, and even better than some of them. In general, performances of the sensor-based and vision-based gait recognition systems are comparable on a small sample size. However, it should be noted that these comparisons are incommensurable as all the reported results are based on different data sets. The best way to compare different algorithms is to test them on the same sets of gait data. Unlike, for example voice [39] , [40] or handwritten signature [41] , [42] biometrics, for which impersonation attacks have been studied, the security of gait biometrics has not received much attention. Only recently it has been hypothesized that minimal-effort impersonation attacks (mimicking someone's else walking style) on gait might not be successful. The hypotheses was based on the analysis of the passive and active impostor distributions [9] . Although this finding presents another advantage of the gait biometric, further analysis are required in this direction. For example, it is important to verify if impersonation attack can be improved by training of the hostile users; Are there such users whose walking style is relatively easy to mimic? Are there such attackers who can easily mimic other people? In Doddington et al. [43] terms, whether there are any "lambs" or "wolves" users in gait mimicking.
Though our aim was to investigate whether acceleration of the lower leg movement can be used for authenticating people, placement of the MR device has limitations from an application point of view. More appropriate placement of the device would be body segments used in [7] , [9] . In the current version of the MR device the data transfer to the PC is done manually. Future versions of it should include a module for wireless communication, e.g. Bluetooth module. This may enable to conduct an on-line authentication of the users. In our approach, verification and enrolment samples were obtained in one session. In a realistic setting, they are obtained in separate sessions with at least few days time interval between sessions. In general, sensor-based gait recognition approach lacks difficulties of the vision-based system such as background subtraction, lighting conditions, viewing angles etc. Nevertheless, it shares common factors that can alter gait of the person like carrying load, surface, injury and so on. It should be noted that wearing Motion Recording device does not affect gait of the person significantly. Graves et al. [44] reported that lower extremity kinematics was insignificantly affected by the addition of loads 0.5 kg and 1 kg added to each foot. The Motion Recording device weighed about 350 gram.
B. Application
Generally, applications of the vision-based gait recognition focus on surveillance and forensics, whereas application of the sensor-based gait recognition system can be authentication and access control. For example, sensorbased gait biometrics have been proposed to improve security mechanisms in mobile devices [7] , [8] . Another application area for sensor-based gait authentication system can be in the area of wearable computing. Wearable computers are computational devices that can be worn effortlessly, run continuously and be operated hands-free [45] . An iris-based user authentication is proposed for wearable computers [46] . Although performance of the iris-based user recognition is high, however, the iris-based systems require user cooperation. The issues of unobtrusiveness and user's attention are important in wearable computing environment [47] . Therefore gait can be a good candidate for authentication to wearable devices, provided that error rates can achieve satisfactory levels. Nevertheless, performance of the sensor-based gait system can be improved when it is combined with other types of authenticators (e.g. voice [33] ), or using more than one sensor on different body parts.
VIII. CONCLUSION AND FUTURE WORK
A sensor-based gait recognition is a recent topic in the area of biometric gait recognition. In a sensor-based gait recognition approach, gait patterns are extracted using a sensor attached to the body. Despite technological differences between vision-based and sensor-based gait recognition system, their performances on small sample sizes are comparable. A primary advantage of sensorbased (or accelerometric) gait recognition over other type of biometric modalities is the ability to enable unobtrusive user authentication. In this paper we presented evidence towards sensor-based gait authentication by using acceleration of the lower leg. Although results with the small sample size are promising, however further work with larger sample size is necessary. It is also important to develop better algorithms to lower error rates. At the same time such algorithms should be robust against factors that can alter gait of the human, such as footwear, surface, carrying load, etc. Unlike vision-based systems, to our knowledge there is no established database for sensorbased gait recognition, which contains gait samples from at least 100 persons. Such database will allow to compare performances of different algorithms under common bases. All these topics will constitute the basis for our future work. He is currently engaged in a project trying to commercialise results from his MSc degree. His current research interests are in information security related to programming as well as authentication.
